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LUKAS ABRASIVES SA (PTY) LTD
PRIVACY POLICY
INTRODUCTION
This Privacy Policy (hereinafter referred to as the “Policy”) applies to the use of the website of Lukas Abrasives SA (Pty) Ltd (hereinafter referred to as “Lukas/we/us”) and any interactions between you and us.
We gather, store, and use personal information only in line with the contents of this Policy and with applicable data protection provisions, such as the Protection of Personal Information Act 4 of 2013 (POPI) as well as the European General Data Protection Regulation 2016/679 (GDPR). 
We are committed to safeguarding your personal information and we take the protection of privacy and personal information very seriously. We treat your personal information as confidential and in accordance with the applicable statutory data protection provisions.
This Policy hereby notifies the data subject that LUKAS, in terms of this Policy, collects personal information, as per section 18 of POPI as amended and acts in compliance with article 12(1) of the GDPR.
SCOPE
This Policy applies to all data subjects (i.e. persons (whether a natural or juristic) to whom the personal information relates), and the personal information we collect and process, whether it was provided to us through the use of our website or any other form of communications with us, such as email, telephone, or otherwise.
1. COMPANY INTRODUCTION
We are a private company duly incorporated and registered in South Africa in accordance with the provisions of the Companies Act 71 of 2008, registered under registration number 2012/192535/07, with our registered office situated at 1288 Harriet Avenue, Driehoek, Germiston, 1401.
1.1 Our Information officer is available for questions related to handling of personal information and may be contacted using the details provided below:
Information Officer: 	Mark Walton.
Postal Address: 	PO Box 800, Germiston 1400.
Street Address: 	1288 Harriet Avenue, Driehoek, Germiston 1401.
Telephone Number: 	011 825 1550.
Email Address: 	abrasives@lukas.co.za.
personal information we collect
Personal information is any information that may identify or relate to any identifiable person (be it natural or juristic). The personal information we collect may include, but is not limited to: 
Identity information – such as your name, identification number, company registration number or VAT registration number, including the names of any employees or representatives (where applicable);
Contact information – such as your address, zip/postal code, email address and phone number, including the contact information of any employees or representatives (where applicable);
Financial and payment information – such as your spending and transaction history, or bank account information;
Meta/Communication Data – such as information about the device you use to interact with us on our website, IP address; and
Correspondence information – when you contact us, such as to send an enquiry or make a request, any correspondence or application may be kept and added to your personal information.
Purposes of collection 
For each of the categories of information listed above, we may use your personal information for the following purposes: -
to enable you to use our website;
to comply with our legal and contractual obligations;
to allow us to identify you and any account you hold with us (where applicable);
to provide you with customer service;
for billing and payment purposes in relation to the sale of purchase of any products;
to confirm prior transactions and/or manage or reconcile financial records;
to contact you in relation to any inquiries you have and deal with any other correspondence, concerns, or complaints you may have raised;
To send you newsletters or marketing communications about offers or other information that may be of interest to you;
To operate our business, including for internal purposes, such as auditing, information analysis, statistical and research purposes and to help us improve our offerings and service delivery.
LEGAL BASIS FOR PROCESSING your personal information
We collect, process, and use your personal information only to the extent necessary to establish, maintain or modify legal relationships with us.
Where we obtain consent to process your personal information, section 11(1)(a) of POPI and article 6(1)(a) of the GDPR, serves as the legal basis for processing.
Insofar as your personal information is processed because processing is required to fulfil a contract, or to take the steps necessary to conclude a contract, section 11(1)(b) of POPI and article 6(1)(b) of the GDPR serves as the legal basis for processing.
Insofar as we process your personal information to fulfil a legal obligation, section 11(1)(c) and article 6(1)(c) of the GDPR serves as the legal basis for processing.
Where processing is necessary for pursuing our legitimate interests, or those of a third party to whom the information is supplied, section 11(1)(f) and article 6(1)(f) of the GDPR serves as the legal basis for processing. 
In this policy, we will always indicate the basis upon which we process your personal information.
SOURCES OF COLLECTION
For the categories of information listed above, we only collect information when you provide it to us, or whether someone has provided it to us on your behalf, for instance: -
When you purchase our products;
When you enter into a legal relationship with us;
When you contact us for any reason; or
When you make use of our website.
We may also collect information from our business partners, or other publicly available sources.
CATEGORIES OF DATA SUBJECTS
Employees (e.g. Employees, job applicants).
Business and contractual partners.
Prospective customers.
Communication partner (Recipients of e-mails, letters, etc.).
Customers.
Users (e.g. website visitors, users of online services).
WEBSITE USE 
We collect personal information when you visit our website and provide specific details in relation to these aspects in the corresponding sections of this Policy below.
Server Log Files
We automatically collect and store information in so-called server log files, which your server automatically transmits to us. The information collected includes, but is not limited to:
Browser type and browser version;
Operating system used;
The internet service provider;
The date and time on which our website was accessed; and
IP address; and
Websites which are accessed by the data subject through our website.
We collect and temporarily store your IP Address, to enable us to transmit the contents of our website to your device, which includes, but is not limited to text, images, and files. In order for these actions to occur, the data subject’s IP Address must be stored by us for the entire duration of your session on our website.
Our use of server log files ensures that our website is functional, operates optimally and maintains the security of our information technology systems.
The supply of such information is mandatory in order to ensure that we can make the content of our website available and a failure to provide such information means that you will be unable to use our website.
The legal basis for processing is our legitimate interests in the proper and user-friendly functioning of its website in terms of section 11(1)(f) of POPI and article 6(1)(f) of the GDPR.
The information collected by us through server log files is not used for marketing purposes.
The information collected through server log files will be deleted as soon as possible once the purpose for its collection has been fulfilled. 
As a general rule, the information collected in server log files is retained for the month in which it is collected and for 1 (One) month thereafter. After the expiry of the aforementioned period, the information is deleted. Where information is stored for a longer period, we ensure that your IP Address is deleted or altered to ensure that you can no longer be identified from such information.
Contact Us Form
Should you send us an inquiry using the contact form on our website, we may collect the following personal information from you: -
Your title;
Name and surname;
Email address
Telephone number; 
What your inquiry relates to; and
The content of your inquiry.
The contact information you provide, will be processed by us for the sole purpose of responding to your inquiry and any follow-up questions you may have in response to us. 
It is mandatory to supply the information which is necessary to allow us to respond to your request, whereas the supply of additional information is voluntary. The mandatory information we require is marked with an asterisk (“*”). A failure to provide the mandatory information means that we are unable to respond to your request.
The information contained in the contact form is processed based on: -
your consent in terms of section 11(1)(a) of POPI and article 6(1)(a) of the GDPR, which consent may be revoked at any time;
section 11(1)(b) of POPI and article 6(1)(b) of the GDPR, to the extent that such contact with us is aimed at concluding or entering into a contract; and
our legitimate interest in responding to your inquiry in accordance with section 11(1)(f) of POPI and article 6(1)(f) of the GDPR. 
We will not share the personal information provided by you to any third parties.
We will process the information you provide on the contact form until such time as you request its deletion, revokes your consent or where it may be inferred from the circumstances that the request has been resolved, whereafter the personal information will be deleted, unless legal grounds exist which permit the further retention of such personal information. 
Newsletter
You are able to subscribe for a free newsletter on our website. When subscribing, we collect your email address and your agreement to the contents of this Policy.
We collect this information in order to provide you with our newsletter.
We will process the personal information provided during the subscription process based on: -
your consent in terms of Article 6(1)(a) of the GDPR and section 11(1)(a) of POPI, which consent may be revoked at any time; and
the actions which are necessary to conduct the performance of a contract in terms of Article 6(1)(b) of the GDPR and section 11(1)(b) of POPI; and
our legitimate interest in keeping you informed of relevant news and opportunities which may be of interest to you in accordance with Article 6(1)(f) of the GDPR and section 11(1)(f) of POPI.
The supply of the information is entirely voluntary and a failure to supply the information will mean that we cannot provide you with our newsletter.
We will process the information we collect for the purposes of sending the newsletter for as long as you remain subscribed to the newsletter. 
At all times, you may revoke your consent, or object to the processing of your personal information for the purposes of receiving the newsletter. To exercise this right, you can simply opt out of receiving further electronic communications by clicking the unsubscribe button at the bottom of every email we send, or by emailing us directly.
Upon revocation of consent, or upon receipt of an objection to processing for these purposes, we will remove your personal information from our newsletter data base to ensure that you do not receive any further newsletters. However, we may retain unsubscribed email addresses for up to 3 (Three) years following deletion as a means of providing evidence of prior consent. In such cases, we ensure that the email addresses are not used to send any further newsletters. 
Google reCAPTCHA
We make use of the Google Invisible reCAPTCHA service based on our legitimate interest in the secure operation of our website and the prevention of spam. The provider is Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043 USA, hereafter referred to as "Google". 
This service checks various information, in order to establish whether a real human or automated process is using or accessing the website (which is particularly important in the case of online forms). 
This check involves the transmission of the relevant IP address to Google along with any other data potentially required by Google for the Invisible reCAPTCHA service. 
In individual cases, Google will also use image tests to establish whether entries are being made by a real human or automated programs.
Further information on Invisible reCAPTCHA and Google's data protection provisions can be found here:
https://policies.google.com/privacy
https://www.google.com/recaptcha/about/ 
https://developers.google.com/recaptcha
https://www.google.com/recaptcha/intro/invisible.html 
Google Maps
Our website uses the Google Maps software provided by Google Inc. By using our website, you consent to the collection, processing and use by Google and its agents of any automated data collected.  Google Maps’ Terms of Use may be located here: https://maps.google.com/help/terms_maps.html 
The use of Google Maps is in the interest of representing our offers in an appealing manner and to facilitate the location of places by data subjects, which are specified by us on our website
Further information on the purpose and extent of the data collection and its processing by Google can be found on this information page. https://policies.google.com/privacy?hl=en 
Use of Cookies
We use cookies and cookies for analysis purposes on our website. Cookies are small pieces of data, stored in text files that are stored on your computer or other device when websites are loaded in a browser. 
They are widely used to ‘remember’ you and your preferences, either for a single visit (through a ‘session cookie’) or for multiple repeat visits (using a ‘persistent cookie’). Generally, they ensure a consistent and efficient experience for visitors to our website and perform essential functions, such as allowing you to remain logged in to our website, amongst other things. The majority of the time we make use of session cookies, which are automatically deleted at the end of the data subjects visit on our website.
Some cookies are necessary for technical reasons; some enable a personalized experience for both visitors and registered users; and some allow the display of advertising from selected third party networks. Some of these cookies may be set when a page is loaded, or when a visitor takes a particular action (clicking the ‘like’ or ‘follow’ button on a post, for example).
Through our use of cookies we collect, store and transmit the following information: -
Information to recognise your browser or device on each occasion you visit our website;
Your user settings, such as audio and display settings; and/or
Information regarding  how you interact, and behave, on our website so that we may improve the quality of our website and its contents.
We use cookies for a number of different purposes and the different categories of cookies on our website are outlined below. 
Strictly Necessary: These are the cookies that are essential to perform basic functions on our website. These include those required to allow registered users to authenticate and perform account related functions.
Tracking: These are set by trusted third party networks (e.g. Google Analytics) to track details such as the number of unique visitors, and pageviews to help improve the user experience.
Cookies are stored on your device and transmitted to us. As such, you have full control over our use of such cookies and the supply of such information is entirely voluntary.
You are able to alter your cookie setting in your internet browsers and can disable or restrict the transmission of cookies. Saved cookies  can also be deleted at any time.
However, you may only have access to a restricted version of our website, or not at all, if you reject the storage of cookies or delete the necessary cookies.
The information collected through this cookie is stored on your browser until such time as you clear and/or delete your stored cookies.  This information is stored on the individual’s browser and will remain private until the induvial deletes this information. The website will not be able to take this information and identify an individual.
The legal basis for processing is: -
Based on your consent in terms of Section 11(1)(a) of POPI and article 6(1)(a) of the GDPR; and/or
our legitimate interests in the proper and user-friendly functioning of our website in terms of section 11(1)(f) of POPI and article 6(1)(f) of the GDPR.
We do not share the information we collect via cookies to any other person.
Google Analytics
Our website uses the "Google Analytics" service provided by Google Inc. (1600 Amphitheatre Parkway Mountain View, CA 94043, USA) to analyse your usage of our website. The service uses "cookies" - text files stored on your device. The information collected by the cookies is usually sent to a Google server in the US and stored there. 
With the use of these cookies, we gather and store the following data:
Frequency of page views;
Search terms; 
Use of website functions; 
Duration of visit.
The personal information collected through the use of Google Analytics is anonymised to ensure that you cannot be identified by such information. Under the terms of the agreement which website operators have entered into with Google Inc., they use the information collected to compile an evaluation of website activity and site activity and provide Internet-related services.
You are able to prevent the storage of cookies on your devices by selecting the appropriate settings on your browser. There is no guarantee that you will be able to access all features of this website without restriction if their browser does not allow cookies. 
Furthermore, you can use a browser plug-in to prevent the information collected by cookies (including your IP address) from being sent to Google Inc. and used by Google Inc. The following link leads you to the corresponding plugin: https://tools.google.com/dlpage/gaoptout?hl=en 
You can prevent the collection by Google Analytics by clicking on the following link. An opt-out cookie will be set which prevents the future collection of your data when visiting our website:
Deactivate Google Analytics
Here's more information on Google Inc's data usage: https://support.google.com/analytics/answer/6004245?hl=en 
Use of Social Media
On our website, you may find links to various social media platforms, which can be recognized by the provider's respective logo.
In most cases, social media plugins automatically track your IP Address other logged browser behaviour once you visit a page. 
Clicking on the link will open the corresponding social media page, for which this privacy policy does not apply. 
Please check the relevant privacy policies of the individual providers for details on the applicable terms and conditions
Before calling up the relevant hyperlinks, your personal information is not transferred to the respective provider. 
LinkedIn
We use LinkedIn's social networking plugin, from LinkedIn Ireland Unlimited Company, Wilton Place, Dublin 2, Ireland. If you click this button, your browser connects to LinkedIn to perform the functions of the plugin. However, no personal data is stored by you through LinkedIn, nor is your use recorded via a cookie. 
For more information, visit the LinkedIn privacy statement See www.linkedin.com/legal/privacy-policy. In addition, we refer you to the general handling and deactivation of cookies on our general presentation in this privacy policy.
YouTube 
YouTube: Social network and video platform; Service provider: Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland, parent company: Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA; Privacy Policy: https://policies.google.com/privacy; Opt-Out: https://adssettings.google.com/authenticated.
Xing
We use the Xing share plugin of the social network Xing, XING AG, Dammtorstraße 30, 20354 Hamburg, Germany. By clicking the button, your browser connects to Xing to carry out the functions of the plugin. 
In this context, no personal information is stored by Xing, and your use is also not recorded via a cookie. More information can be found in the data privacy statement of Xing at www.xing.com/privacy.
Facebook 
We use the plugins of the social network Facebook Inc., 1 Hacker Way, Menlo Park, CA 94025, USA. 
By using the Shariff method, Facebook only gains knowledge of your IP address and your visit to our website if you click the button. If you use the plugin while being logged in on Facebook, Facebook is able to allocate your use to your user account.
We have no knowledge of any subsequent potential collection and use of your data by Facebook and also have no influence on such. More information can be found in the data privacy statement of Facebook at de-de.facebook.com/policy.php. 
Links to Other Websites
Our website contains links to other websites, with relevant hyperlinks for these purposes being labelled as such. We have no influence on, or to what extent, the linked websites comply with POPI and accordingly recommends that you acquaint yourself with the relevant privacy policies for such other websites before accessing or entering same.
Website Security
Our website uses Secure Socket Layer (SSL) encryption for security reasons and for the protection of the transmission of confidential content, such as the inquiries you send to us. 
You can recognize an encrypted connection in their browser's address bar when it changes from "http://" to "https://" and the system-specific lock icon is displayed in your browser's address bar.
If SSL encryption is activated, the data you transmit to us cannot be read by third parties.
EMAIL AND TELEPHONE CONTACT WITH LUKAS
Where you contact us for any reason, be it via email or telephone we may collect the following information: -
Name and surname;
Company;
Email address; and/or
Telephone number.
The contact information you provide, will be processed by us for the purpose of responding to your inquiry and any follow-up questions which may arise by virtue of our response.
It is mandatory to supply the information which is necessary to allow us to respond to your request, whereas the supply of additional information is voluntary. A failure to provide the mandatory information means that we are unable to respond to your request.
The information collected from you during a telephone call or upon receipt of an email is processed based on: -
Your consent in terms of section 11(1)(a) of POPI and article 6(1)(a) of the GDPR, which consent may be revoked at any time.
Section 11(1)(b) of POPI and article 6(1)(b) of the GDPR, to the extent that your contact with us is aimed at concluding or entering into a contract or performing in terms thereof.
Our legitimate interest in responding to your inquiry in accordance with section 11(1)(f) of POPI and article 6(1)(f) of the GDPR. 
We will not share the information provided by you to any third parties unless we require a third-party service provider to assist in responding to the request.
We will process the information provided by you during the telephone call or in the email until such time as you request its deletion, revoke your consent or where it may be inferred from the circumstances that your request has been resolved, whereafter the personal information will be deleted. 
Applications for employment
We welcome your interest in working for our company and look forward to receiving your online application.
By accepting our data privacy declaration for our online application process, you agree that we, as well as the Lukas Group at large may save and process your personal information for the purposes of considering your application for employment.
Data collection
Following submission of your application for employment, we collect and process, inter alia, the personal information listed below:
Last name;
First name;
Address and telephone number;
Email address; and/or
Application documents (covering letter, CV, credentials, certificates, etc.).
Purpose for which personal information is processed
The personal information collected by us through the application process is used to consider your suitability for employment with us, as well as to communicate with you regarding the outcome of your application. 
Mandatory/Voluntary Supply of information
In order for us to consider your application, certain mandatory information must be provided. The supply of any additional information takes place on an entirely voluntary basis.
In the event that you do not provide the mandatory information to consider your employment, we will be unable to consider your application and/or offer you employment.
We will be sure to inform you whether we require any additional information in order to consider your application.
Cross Border Transfer of Information
Access to your personal information is granted to the relevant employees of the Lukas Group who are involved in the personnel selection process. The parties involved in the selection process may be employed by different companies of the Lukas Group and based in different locations and/or countries. 
As a result, your application data may be transferred within the Group as necessary. Any further use or forwarding of the personal information contained in your application is excluded.
Data security
The personal information contained in your application will be transmitted in an encrypted manner and then stored in our database. 
We will save and process your data in accordance with the laws of the Republic of South Africa. At all times, we will ensure that your personal information remains secure and confidential by using appropriate technical and organizational measures to protect against loss, destruction, access, alteration or dissemination of your data by unauthorized persons.
Applicant pool
If you have applied for a specific position that has already been filled, or if we consider you to be equally or better suited to a different position, or if you submitted a speculative application, we will forward your application within our Group so that you may be considered for future application procedures – provided that you have consented to this processing of your personal information.
Deletion of data / revocation of consent
Should you withdraw your application, or if your application is unsuccessful, your personal information will be deleted immediately. If you wish to object to the collection, processing and use of your personal data within the scope of the consent given as part of the application process, please email: abrasives@lukas.co.za.
Your rights in respect of your personal information
As well as your right to revoke any consent you have given to us, you are afforded the following additional rights where the relevant statutory requirements are met:
Right of access to information regarding the personal data stored by us in accordance with Art. 15 of the GDPR and/or section 23 of POPI;
Right to rectification of incorrect data or to completion of incomplete data in accordance with Art. 16 of the GDPR and/or section 24 of POPI;
Right to erasure of data stored by us in accordance with Art. 17 of the GDPR and/or section 24 of POPI, provided that no legal or contractual retention periods must be observed and/or no other legal obligations or rights exist with regard to continued storage
Right to restriction of processing of personal data in accordance with Art. 18 of the GDPR and/or section 14 of POPI;
Right to lodge a complaint with a supervisory authority. 
Please feel free to send us an email at abrasives@lukas.co.za should you wish to exercise any of your rights as set out above.
MARKETING ACTIVITIES
Marketing is an important way in which we conduct business and is key to its continued success. We ensure our marketing activities are conducted strictly in accordance with POPI and the GDPR.
We will only direct market to you via electronic communication if you are an existing customer, or in circumstances where you have provided your consent to receive such marketing materials.
In order to enable such direct marketing activities, we will collect personal information from you such as your name and email address, this information is collected from you either at the time you purchased products from us, or at the time you provided us with your information. 
We process the personal information of data subjects who have provided their consent, or who are customers of ours for the purpose of informing them of products and services, promotions, and other opportunities. 
We process this personal information based on: -
your consent in terms of section 11(1)(a) of POPI and article 6(1)(a) of the GDPR; or
actions which are necessary for the performance of a contract to which you are party in terms of section 11(1)(b) of POPI and article 6(1)(b) of the GDPR; and
our legitimate interest in informing you of products and services, promotions, and other opportunities in accordance with section 11(1)(f) of POPI and article 6(1)(f) of the GDPR.
The supply of such personal information for the purposes of direct marketing is entirely voluntary and a failure to provide such information would mean that we are unable to keep data subjects informed of products, services, and opportunities, which may be of interest to you.
We use various communication tools to enable us to effectively market, inter alia, our products and services, such as: -
CleverReach GmbH & Co. KG - a company registered with the commercial register of the local court of Oldenburg (registration number HRA 4020), Germany, provides a web-based autonomous direct communication software at the website address https://cleverreach.com as well as associated services (“CleverReach”). CleverReach is operated by CleverReach GmbH & Co. KG. Click here to read their Terms and Conditions (https://www.cleverreach.com/en/terms-of-service/) 
In order to conduct our marketing activities, we may transfer your personal information to the persons listed above, which may include the transfer of your personal information outside of the Republic of South Africa.
We ensure that the personal information being transferred to the international organisations listed above are securely protected, treated confidentially and processed lawfully in terms of a written contract to that effect.
Save as aforesaid, your personal information on our marketing data base is not shared with any other person.
At all times, you have the right to object to the processing of your personal information for the purposes of direct marketing. To exercise this right, you can simply opt out of receiving further electronic communications by clicking the unsubscribe button at the bottom of every marketing email we send, or by emailing us directly.
We may also process your personal information to direct market in other ways, which do not involve electronic communications. In such cases, you are also entitled to object to the processing of your personal information in terms of section 11(3)(b) of POPI. Please visit the corresponding section below to find out more information on how to exercise this right.
If you have objected to the processing of your personal information for the purposes of direct marketing, either in terms of electronic communication or otherwise, we will remove you from our marketing data base and will ensure that we no longer process your personal information for these purposes. However, the legality of the processing which took place prior to such objection will not be affected.
THIRD PARTY SERVICE PROVIDERS
In certain cases, we make use of third-party service providers to assist us in performing our functions and duties. 
Where service providers process your personal information on our behalf for whatever reason, we oblige them to treat such information as confidential and not disclose it and to adopt appropriate security measures to protect the relevant personal information from unauthorised access in terms of written contracts. 
transfer of personal information outside of the republic of south africa
Save as specified in this Policy and/or our Manual prepared in accordance with section 51 of the Promotion of Access to Information Act 2 of 2000, as amended, we will not transfer your personal information outside of the Republic of South Africa. 
In cases where personal information is transferred to third parties based outside of the Republic of South Africa, we will only transfer such information: -
in terms of a written contract which: -
Effectively upholds the principles of reasonable processing as set out in POPI; and
Limit the further transfer of such personal information in terms of provisions which are substantially similar to the provisions of section 72 of POPI.
With your explicit consent to such transfer; or
Where such transfer may be authorised in accordance with POPI.
In all cases, we will ensure that your personal information remains safe and secure.
PROMOTION OF ACCESS TO INFORMATION
Should you wish to access any information held by us for the purposes of exercising any of their rights, please refer to our manual, which has been prepared in accordance with section 51 of the Promotion of Access to Information 2 of 2000, as amended, which manual is accessible on our website or may be obtained upon request. 
Although you have the right to request access to information held by us, in certain instances we are obliged to refuse access to information based on the grounds contained in the provisions of Chapter 4 of Part 2 and Chapter 4 of Part 3 of the Promotion of Access to Information Act 2 of 2000, as amended.
In the event that a particular ground of refusal applies, we will not provide you access to such information.
SECURITY IN RESPECT OF PERSONAL INFORMATION
All information stored by us, is stored in compliance with POPI and the GDPR and on specially secured servers. 
The storage thereof is a technical and organizational measure employed by us to protect against loss, destruction, access, alteration, or dissemination of your data by unauthorized persons. 
Only authorized persons are able to access your personal information. These individuals are responsible for the technical, commercial, and editorial supervision of the server. Despite regular inspections, complete protection against all risks is not possible and we in no way guarantees complete protection in this regard.
For more information in respect of our security practices, please refer to our Manual which has been prepared in accordance with section 51 of the Promotion of Access to Information Act 2 of 2000, as amended, which Manual is available on our website.
sECURITY COMPROMISES
Should we have reason to believe that your personal information has been accessed or acquired by any unauthorised person, we will notify you and the Information Regulator of the security compromise within a reasonable time of becoming aware of such occurrence, unless your identity cannot be established. The basis for processing a data subject’s information in such cases is to comply with obligations imposed by law, in terms of section 11(1)(c) of POPI and article 6(1)(c) of the GDPR in order to protect your legitimate interest in respect of your personal information in terms of section 11(1)(d) of POPI and/or article 6(1)(d) of the GDPR.
RETENTION OF PERSONAL INFORMATION
We will only store your information in accordance with this Policy and as may otherwise be required in terms of the statutory retention periods prescribed in terms of the laws of the Republic of South Africa, whereafter the personal information will be deleted and/or destroyed in such a manner that it cannot be reconstructed in an intelligible format. 
In the event that we retain information for longer than the period prescribed by law, be it for statistical, historical or research purposes, we will ensure that personal information is identified or anonymised, to ensure that your privacy is maintained.
your rights IN RESPECT OF PERSONAL INFORMATION
We place strong emphasis on explaining the processing of your personal information as transparently as possible and informing you of your rights. In the event that you would like more detailed information or wish to exercise your rights, you can contact us at any time so that we can take care of your concerns.
In terms of POPI, you have the following rights in respect of your personal information:
you may inquire, at no cost, whether we hold your personal information;
where necessary, you may request the correction, destruction, or deletion of your personal information;
object to or request the restriction or limitation of the processing of your personal information;
object to us utilising personal information for purposes of direct marketing; and/or
request that your personal information not be used to send unsolicited electronic communications.
In the paragraphs below, we provide more detailed information on how to exercise your rights.
Right of Access to, Correction and/or Deletion of Personal Information
Provided you are able to prove your identity, you have the right to request confirmation, free of charge, whether we hold personal information about you, as well as information about the categories of third parties who have, or have had, access to your personal information. 
Should you wish to establish whether we hold any personal information about you, you are invited to send us an email with your request using the information set forth above.
Should personal information be disclosed to you in response to any requests as aforesaid, you are hereby notified of your right to request correction, deletion and/or blocking of the personal information.
[bookmark: _Ref15910740]Should you wish to request the correction or deletion of your personal information or the destruction or deletion of a record of personal information, please submit a request to us on Form 2, which may be accessed at https://www.justice.gov.za/legislation/notices/2018/20181214-gg42110-rg10897-gon1383-POPIregister.pdf. 
We will render such reasonable assistance, as may be necessary and free of charge, to enable you to complete Form 2.
[bookmark: _Ref78534161]Withdrawal of Consent and Right to Object to processing of Personal Information
You have the right to revoke your consent to any processing of your personal information and may exercise your right by simply sending us an email. 
However, the revocation of such consent will not affect the lawfulness of continued processing where legal grounds authorise or require us to continue processing such information, nor will it affect the lawfulness of any processing that was carried out by us between the time of consent and withdrawal. 
Please take note that you may also object to the processing of your personal information, where processing takes place on the following grounds: -
In order to protect your legitimate interest; or
Where processing is necessary for pursuing our legitimate interest, or those of a third party.
Should you wish to object to the processing of your personal information as set out above, please submit your objection to us on Form 1, which may be accessed through the following link: https://www.justice.gov.za/legislation/notices/2018/20181214-gg42110-rg10897-gon1383-POPIregister.pdf 
We will render such reasonable assistance as is necessary, free of charge, to enable you to make an objection on Form 1.
Any objections must be based on reasonable grounds relating to your particular situation unless legislation provides for such processing, in which case we shall continue to process such personal information in compliance with our statutory obligations.
In the absence of such legislative obligations, we will review and, if necessary, cease the processing of such personal information.
We will inform you of the results of the review and if the data processing is to continue nevertheless, we will provide you with detailed information about why the continued processing is permitted and/or required.
Right to Lodge a Complaint 
Should you feel as though we have used your personal information contrary to POPI, please send us an email in order for us to attempt to address any of your concerns. 
If we are unable to resolve the issue to your satisfaction, you have the right to lodge a complaint with the Information Regulator.
In terms of the Regulations relating to POPI, any person who wishes to submit a complaint must submit such a complaint to the Information Regulator on Part I of Form 5.
The relevant form is accessible via the following link: https://www.justice.gov.za/legislation/notices/2018/20181214-gg42110-rg10897-gon1383-POPIregister.pdf 
The available contact details of the Information Regulator are recorded as follows: 
Address: JD House, 27 Stiemens Street, Braamfontein, Johannesburg, 2001;
Postal Address: PO Box 31533, Braamfontein, Johannesburg, 2017.
Email: complaints.IR@justice.gov.za.
updates to this policy
We reserve our right to amend this Policy from time to time and will do so without notice to you. The latest version of this Policy will be indicated by the date information (below). The current version of this Policy can always be accessed directly via our website.
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